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ACCESSIBILITY SECURITY
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Make 
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Find 
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The Balance We Seek



How 
Bombers 
Attack

SEARCH

SHARE

COORDINATE

We do not speculate on their motives. 
Perhaps they are spiritually sick.



Here’s an example 
of Search on Twitter

• A simple search on 
Twitter
for the character string 
www.zoom.us.

• There’s a meeting on a 
Police Internal Affairs
investigation (out of 
date).

• Then what could a 
bomber
rallying the trolls.

http://www.zoom.us/


Best Practices for Announcing Meetings

WHERE: On a website. Preferably not on Facebook or Twitter.

HOW: Using a hyperlink with embedded password.

THIS is better:
Join Zoom Meeting
https://us02web.zoom.us/j/84768662168

?pwd=L2xIcXpkZWXzdHlVZ3NYRWkybzRrUT09

THIS is worse:
Meeting ID: 8476 866 2168
Passcode: xxxyyyzzz

This is the encoded, embedded password

https://us02web.zoom.us/j/84768662168


Suggestions 
for Zoom 
Meetings

Have TWO chairs. One is the 
regular Meeting Chair, and the 
other is the Zoom Host.

For large meetings, having Zoom 
co-hosts may be valuable.

First, Before the meeting: How the 
meetings settings should be set.



Zoom Host 
Settings



Passcodes are 
always a good 
idea, where 
practicable.

Turn on to make 
URLs with 
embedded 
passcodes.

Slide name:: Passcode.png



NEVER turn 
this on!

Slide name:: RemovedParticipants.png



Annotation and 
Whiteboard MUST 
be turned off!

Slide name:: AnnotationAndWhiteboard.png



Danger! Virtual 
backgrounds and 
videos can be 
used for upsetting 
images, 
pornography, etc.

Turn these on
with caution!
Group Conscience 
topic.

Slide name:: BackgroundsAndVideo.png



Waiting Room is 
useful for security, 
but its use can be 
decided by
Group Conscience.

Slide name:: WaitingRoom.png



Prefer this Off so 
that newcomers – 
who may not have 
Zoom login 
credentials –
can join meetings.

Slide name:: Authentication_1.png



Slide name:: Authentication_2.png

Prefer Off so 
people can’t 
be blocked by 
accidental 
domain 
blocking.

Prefer Off so 
new people 
are not 
blocked.



Slide name:: ToolbarAndScreenSharing.png

Zoom Host must 
have the 
toolbar to 
control the 
meeting 
effectively.

For A.A. 
meetings, 
participants 
don’t need to 
share the 
screen.



Anonymity Issue:
People should be 
able to change 
names to 
maintain their 
anonymity.

Slide name:: Renaming.png



Anonymity Issue: 
Saving transcripts 
can break 
anonymity.

Slide name:: CaptionsAndTranscripts.png



Have as many 
co-hosts as 
needed. Zero for 
small meetings, 
one or more for 
large.

Slide name:: CoHost.png

These are up to 
Group Conscience.



Slide name:: InMeetingBasic.png

Allowing chats 
and private chats  
can be up to 
Group 
Conscience. 

Anonymity Issue: 
Do not allow 
chats to be 
saved.



Slide name:: JoinBeforeHost.png

Up to Group 
Conscience. 
Related to Waiting 
Room decision.



Slide name:: Misc.png

Anonymity Issue: 
Saving chats can 
break member 
anonymity.

Anonymity Issue: 
Feedback to 
Zoom can break 
member 
anonymity.



During the 
Meeting: In 
Case of Trolls

If using Waiting Room:

• Be wary of odd names (e.g., “Romulus Octavius”).
• Do not turn away an unknown, but “normal”, name – it 

may be a newcomer.

Paying attention is most important.

Sophisticated trolls will have many identities.

Basic actions:

• Mute some or all participants.
• Remove participant(s).

Nuclear option: Suspend Participant Activities.



Questions???


